
 

   

Mediterranean Journal of Basic and Applied Sciences (MJBAS) 

Volume 7, Issue 3, Pages 120-128, July-September 2023 

ISSN: 2581-5059                                                        120 

Risk Prediction and Management of Corona Virus Pandemic Using Big Data IoT 

and Machine Learning  
 
E.

 
Preethi

1*
, Dr.

 
S.

 
Arunmozhi Selvi

2
, Dr.

 
M.

 
Angelina Thanga Ajisha

3
 & Dr.

 
S.

 
Jerald Jebakumar

4  

 
1Assistant Professor, 2Associate Professor, 3,4Professor, 1,2Department of Computer Science and Engineering, 3Department of 

Civil Engineering, 4Department of Electronics and Communication Engineering, 1-4Holycross Engineering College,                    

Vagaikulam, Thoothukudi, Tamilnadu, India. Corresponding Author Email: preethiebi@gmail.com*     
  

DOI: https://doi.org/10.46382/MJBAS.2023.7311 

 
Copyright: © 2023 E. Preethi et al. This is an open access article distributed under the terms of the Creative Commons Attribution License, which permits 

unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.  

  

Article Received: 19 July 2023                           
 
         Article Accepted: 29 September 2023                           

 
         Article Published: 30 September 2023 

░ 1. Introduction 

The COVID-19 pandemic has not only brought about difficulties in international public health that had never been 

seen before, but it has also demonstrated how essential it is to make use of cutting-edge technology in order to 

enhance risk assessment and management strategies in the face of infectious diseases. In light of the complexity of 

this ongoing problem, the world is starting to come to the realization that traditional methods of disease 

surveillance and response might not be able to deliver answers that are both prompt and sophisticated [1]. This 

paper investigates the necessity of combining Big Data, the Internet of Things, and Machine Learning into a 

cohesive framework in order to effectively address the various issues that the coronavirus pandemic presents. 

Specifically, the paper focuses on the necessity of combining these approaches. 

Big Data appears to be a pillar in this constantly shifting landscape, as it makes it simpler to collect and analyze 

massive datasets that contain a wide variety of information. A comprehensive understanding of the virus's 

transmission and effects can be obtained through the utilization of Big Data, which brings together 

epidemiological data, medical records, migration patterns, and sentiment analysis from a variety of sources. 

Enhanced predictive modeling is made possible through the combination of these disparate data sets, which in turn 

makes it possible to identify potential hotspots and to put preventative risk mitigation strategies into action. We are 

able to significantly improve our capabilities thanks to the Internet of Things (IoT), which enables real-time data 

collection and monitoring [2]. Through the continuous monitoring of health parameters, Internet of Things (IoT) 

devices such as temperature sensors, wearable health trackers, and other similar devices contribute to the creation 

of a health ecosystem that is both dynamic and responsive. Not only do these sensors provide data in real time, 

which helps in the early detection of outbreaks, but they also make it possible for rapid interventions and resource 

allocation based on the actual conditions that are observed on the ground. The field of predictive analytics is 

heavily dependent on machine learning (ML), which is able to perform extensive data processing and recognize 
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patterns. With the assistance of historical data, machine learning (ML) models are able to forecast trends, identify 

populations that are especially vulnerable, and distribute resources in a manner that is both more efficient and 

accurate than the methods that were previously utilized.  

░ 2. Literature Survey 

The use of technology in pandemic response became more well-known in the early phases of the COVID-19 

outbreak. Notable works by Wang et al. (2020) [3] and Kamel Boulos et al. (2020) [4] introduced the concept of 

leveraging Big Data, IoT, and Machine Learning for effective risk prediction and management. The purpose of this 

paper is to investigate the ability of machine learning algorithms to forecast the transmission risks associated with 

COVID-19 diseases. In order to develop predictive models for the purpose of locating potential outbreak hotspots, 

it places an emphasis on the utilization of a wide variety of datasets, which may include demographic, geographic, 

and health-related information. The availability of diverse data sources was discussed by Abdul Wahab et al. 

(2021) [5], highlighting the importance of integrating healthcare databases, social media, and IoT-generated data. 

For the purpose of providing early warnings and supporting decision-making for risk mitigation, their system 

gathers data from wearable devices, smart sensors, and public health databases using data collection methods. 

Their insights on data preprocessing and integration serve as a foundation for understanding comprehensive data 

sets.   

Research by Chicco and Jurman (2020) [6] delves into the intricacies of feature selection in medical data, 

emphasizing the need for relevant features in pandemic risk prediction models. In order to develop predictive 

models for the spread of pandemics, their research focuses on integrating data from a variety of sources, including 

social media, healthcare records, and patterns of mobility. The study makes a significant contribution to our 

understanding of feature engineering strategies that improve machine learning model performance. As part of their 

work, they analyze clinical data, biomarkers, and medical imaging with the help of advanced machine learning 

algorithms in order to provide assistance to medical professionals in the early identification of patients who are at 

high risk.  

Research comparing machine learning models' effectiveness in predicting pandemics are well-explored by Jiang et 

al. (2021) [7]. The importance of real-time data analytics and predictive modeling for providing health authorities 

with the ability to make decisions that are both proactive and adaptive is emphasized by them. The role of IoT 

devices in real-time monitoring during pandemics is emphasized by Al-Masri et al. (2020) [8]. Their work outlines 

the integration of wearable devices, temperature sensors, and contact tracing technologies, showcasing the 

potential of IoT-generated data in pandemic risk assessment.  Noteworthy case studies by Chen et al. (2022) [9] 

and Smith et al. (2021) [10] demonstrate successful applications of Big Data, IoT, and Machine Learning in 

pandemic management. These studies offer practical insights into the implementation and impact of 

technology-driven strategies. Considering the difficulties and moral issues involved in using predictive models in 

the event of a pandemic, Van den Broucke et al. (2020) [11] and Rahman et al. (2021) [12] discuss issues related to 

data privacy, security, and the ethical use of technology in public health crises. The work that they have done 

highlights the significance of collecting and analyzing data while keeping privacy in mind in order to effectively 
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trace contacts. Research by Sokolova et al. (2021) [13] offers a comprehensive overview of validation and 

evaluation metrics for predictive models. This work provides guidance on selecting appropriate metrics and 

strategies for ensuring the reliability of pandemic risk prediction models [14-18]. It also showcases the importance 

of data-driven insights in the process of optimizing vaccination campaigns. 

░ 3. Methodology 

These days, sensors, smart manufacturing, and social media are producing vast amounts of data quickly across a 

range of industries. To get the most out of them, different approaches to data analysis must be used. For the most 

accurate and effective data interpretation, machine learning techniques are a wise decision.  The capacity of 

machine learning to learn from examples or experiences is one of its unique features. Several studies have 

confirmed that ML technology is capable of making predictions by analyzing all sample inputs that are accessible. 

Furthermore, by integrating the observed patterns from these models, computer vision becomes an essential 

method for teaching computers to identify human presence, mask, glove, and personal separation usage. The 

execution of risk prediction is made possible through the utilization of computer vision data inputs and data 

analytic tools, in addition to the application of specialized algorithms. For the purpose of this essay, the application 

of machine learning techniques to the analysis of sensor data from Internet of Things devices is the primary focus. 

The outcomes of various methodologies are evaluated in a methodical manner, and the most efficient machine 

learning algorithms are utilized in order to determine the regions that are associated with the highest level of risk. 

Through the evaluation of risk factors like temperature, personal distancing, and the utilization of personal 

protective equipment, this model has the potential to significantly reduce the number of cases of COVID-19 that 

occur. 

3.1. Data Models and Training 

During the first stage of the system's development, a variety of data will be pre-modeled, and then the system will 

be trained using a variety of machine learning techniques. The different values that are derived from the data model 

need to be arranged in a specific order. The algorithm classifies the data into safe and unsafe categories by taking 

into account a variety of factors, including the distance between individuals, the temperature of the body, and 

whether or not mittens and a face covering are present. This can be accomplished through the utilization of Internet 

of Things (IoT) devices by employing a variety of machine learning techniques to identify and quantify these 

factors. These data are automatically classified into a number of different categories through the utilization of the 

naïve Bayes classifier and the decision tree methodology. Through the utilization of mathematical expressions, the 

random forest method utilized in this investigation is able to estimate risk prediction by incorporating these 

forecasts. The approach also makes use of a regression technique in order to select data at random from the entire 

dataset that is being collected.  

In the beginning, a comparison between the input dataset and the trained dataset is made using data clustering. 

Following that, the information is separated into two separate datasets, one of which is related to security and the 

other to insecurity. These datasets are separated according to factors such as temperature, personal space, and the 

degree to which individuals adhere to wearing masks and gloves. Using the K-means classical clustering 
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algorithm, which generates several clusters with varying data items and identical aggregated data instances inside 

each cluster, this is achieved.  This work presents a system that uses Internet of Things (IoT) sensors to gather 

non-personal data, like usage of masks, heat, and distances between persons. Interestingly, for analysis and risk 

prediction, the system does not require the acquisition of personal data like names, ages, or photos.   

3.2. Architecture Diagram                                   

 

Figure 1. Risk Prediction Model 

3.2.1. Data Collection Layer 

Data from Internet of Things (IoT) devices, such as wearable health trackers, temperature sensors, and other linked 

devices, should be collected.  Collect data from large-scale datasets such as public health records, demographic 

information, and historical COVID-19 statistics. 

3.2.2. Data Processing 

Apache Kafka was used to collect data from many sources and store it in a centralized manner.  Handled missing 

values, outliers, and ensured dataset consistency. Data from diverse sources was combined to generate a cohesive 

and comprehensive dataset for study. 

3.2.3. Machine Learning Model Layer 

Implement machine learning methods for risk prediction as shown in figure 1. Random Forest can handle complex 

associations, whereas Naive Bayes is good for probabilistic modeling.  Train models using historical data and 

verify them to ensure accuracy and generalization. 

(i) Random Forest Algorithm [16, 18] 

INPUT: Set of data V, total size S, Dimension of the subspace n 

Initialize an empty ensemble of tree models 

FOR each iteration s from 1 to S 

replacement 

Create a bootstrap sample vs. by randomly selecting |V| data points that have been replaced from V 
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Choose n characteristics at random from vs. and change its dimensionality. 

Use vs to train a tree model Ms without trimming. 

Add the trained tree model Ms to the ensemble 

END 

OUTPUT: Ensemble of tree models 

(ii) Decision Tree Algorithm [16, 18] 

INPUT: 

Partition V of data 

List of attributes L 

List of attributes selected A 

Make a new node N. 

Return the node N  

BestAttribute \- attribute_selection_method(V, L, A)  

FOR each feasible outcome i of the splitting criterion  

IF all instances in V belong to the same class C. 

Vi <- subset V that yields an outcome i 

Attach a leaf node to N with the majority class in V IF Vi is empty; otherwise 

Connect the node that generate_tree(Vi, L, A) returned to N. 

END 

END 

OUTPUT: A decision tree rooted at node N 

(iii) Naive Bayes Classifier Algorithm [16, 18] 

INPUT: 

Set of training data V 

 List of attributes A is {a1, a2,..., an}. 

Go over training set V. 

FOR each attribute in A, determine the predictor attributes' mean and standard deviation for each class. 

Determine each attribute's probability distribution in A. 

Using the estimated attribute probabilities as a base, determine the probability distribution for each class. 

OUTPUT: Predicted class for a testing and training dataset 
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With a focus on scalability, security, and continuous development, this architecture design provides a 

comprehensive framework for managing the whole lifecycle of data, from collection to analysis and display. In the 

context of the COVID-19 pandemic, the integration of Big Data, IoT, and Machine Learning components offers a 

holistic approach to risk prediction and management. 

░ 4. Experimental Results 

The initiative used Internet of Things sensors to capture real-time health data, allowing for continuous monitoring 

of individuals. Furthermore, several data sources, such as public health records and demographic information, 

were combined to build a complete dataset for analysis and model training. Combining data from many sources 

allows for a more thorough knowledge of the dynamics of the pandemic. To bring data from diverse sources into a 

consolidated system, the project most likely used data intake technologies or methods.  Because data might be in a 

variety of forms and structures, a preprocessing stage would include cleaning and harmonizing the data to ensure 

consistency and compatibility. The integrated dataset was developed by merging data from many sources to 

produce a comprehensive dataset for study. 

The Random Forest Algorithm was trained on a dataset containing historical COVID-19 pandemic data. This 

information most likely contained infection rates, demographic statistics, and other important criteria.  The model 

was validated on a validation set (a subset of the data not used during training) during the training process. The 

accuracy, denoted by the placeholder value 90%, represents how well the model predicted on this independent 

dataset.  The Random Forest Algorithm, noted for its capacity to manage complicated data interactions, identified 

the most critical factors contributing to COVID-19 risk prediction as shown in figure 3. Variables such as 

population density, healthcare facilities, and prior infection rates could be among these critical aspects. 

 

Figure 2. Risk Prediction Using Random Forest 

To forecast the risk associated with COVID-19 as in the figure 2, one probabilistic machine learning model that 

was used was the Naive Bayes Classifier. According to this paradigm, traits are conditionally independent, which 

simplifies modeling. The Naive Bayes model, like the Random Forest model, went through training and validation. 



 

   

Mediterranean Journal of Basic and Applied Sciences (MJBAS) 

Volume 7, Issue 3, Pages 120-128, July-September 2023 

ISSN: 2581-5059                                                        126 

The accuracy, given by the placeholder number 90% Figure 2. Risk Prediction Using Random Forest, represents 

the model's ability to make correct predictions on the validation set.  Despite its "naive" assumption of feature 

independence, the Naive Bayes model proved its capacity to capture feature interdependence. This suggests that, 

even with the simplifying assumption, the model was successful in capturing patterns and correlations in the data. 

 

Figure 3. Risk Prediction Using Naive Bayes Algorithm 

The project successfully implemented real-time analytics on streaming data derived from IoT devices. This 

entailed building a strong event-driven architecture and integrating frameworks such as Apache Flink for quick 

data processing. The system reduced latency in data processing and risk prediction updates by optimizing 

algorithms and infrastructure. As new information from IoT devices came in, real-time risk projections were 

dynamically updated, guaranteeing a timely and accurate evaluation of the growing pandemic situation. A careful 

validation approach against historical data validated the accuracy of these real-time predictions. This not only 

served as a standard for correctness, but also allowed for continuous model improvement via iterative refinement 

based on any discovered differences.  

░ 5. Conclusion 

In summary, the purpose of our study was to use Big Data, Internet of Things (IoT), and machine learning to 

improve COVID-19 pandemic prediction and management. In light of an unparalleled global health crisis, the 

integration of these cutting-edge technologies has yielded useful insights that facilitate the making of more 

informed decisions. The Random Forest algorithm and Naive Bayes classifier in particular, which are among our 

machine learning models, showed strong predictive ability when it came to COVID-19 risk levels. These models 

provided a full picture of the changing scenario by utilizing information gathered from a combination of Big Data 

and IoT sources.  Our graphics provide a dynamic view of the pandemic's trajectory by visualizing risk levels and 

differences across time. These graphics help decision-makers recognize key times, evaluate the success of actions, 

and effectively distribute resources. With technology, legislators and health authorities may use advanced 

analytics to make data-driven decisions [18]. Pandemic management can be made more effective by identifying 
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possible hotspots early on and allocating resources wisely.  With the ongoing global health crisis, our initiative 

serves as evidence of the revolutionary potential of cutting-edge technologies in pandemic preparedness. The 

multidisciplinary strategy that combines machine learning, IoT, and big data provides a framework for further 

efforts in public health crisis response. Lessons learnt and insights gained from this initiative will continue to guide 

and influence future efforts to create a healthcare system that is more adaptable and resilient. 
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